
How do I get 
Compliant?
10 Steps to CMMC Compliance



Agenda
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• Latest CMMC Timeline

• 10 Steps to CMMC, focusing on:

• Step 1

• Step 4

• Step 6

• Q&A
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PreVeil Drive PreVeil Email

Meets DoD FedRAMP Certified, FIPS 140-2, DFARS c-g and ITAR requirements

PC Magazine Editors Choice for Encrypted Email & File Sharing 5 Years in a Row!

PreVeil Email + Drive: Simple, Secure, Compliant



CMMC Timeline
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CMMC is now the law and likely to be in contracts by mid 2025



PreVeil’s 10 Step Journey to NIST/CMMC L2 Compliance

1. Scoping the boundary – Where is the CUI?

2. Gain expertise in key concepts related to NIST 800-171 and CMMC 

3. Conduct a 800-171 self-assessment

4. Identify and categorize Gaps – create the POA&M

5. Execute the plan – implement program elements

6. Document your system – SSP, supporting documents, artifacts and evidence

7. Update the POA&M and Documents – operationalize your SSP/procedures

8. Self-readiness – are you ready?

9. Optional: 3rd party gap assessment

10. Schedule your C3PAO assessment with an Authorized Assessor
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Step 0 – Select and deploy a proven DFARS compliant platform to secure your CUI



Step 1: Scoping your boundary
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What does “scoping your boundary” actually mean?

• Scoping your boundary means, determining where 
Controlled Unclassified Information (CUI) is being 
processed, stored, and transmitted within your 
organization. 

• It also accounts for how CUI enters and exits your 
organization.

• Scoping your boundary includes all of the technologies, 
facilities, and people that will be interacting with CUI. 

• Scoping your boundary is the single most important step 
you will take in your compliance journey. 

• Some companies have decided that the enclave – creating 
a subset of CUI technologies, facilities, information, and 
people that will be interacting with CUI, instead of the 
whole organization approach is right for their scoping.



Step 4: Creating your POA&Ms
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What is a POA&M?

• A Plan of Actions & Milestones, or POA&M is not only a required control to address in 
NIST 800-171/CMMC (3.12.2), but it’s also a great way to track all controls that are not 
fully implemented to their completion. 

• POA&Ms are an active thing - they should be reviewed at a decided cadence and 
make sure that all stakeholders have buy in to their POA&Ms are take responsibility 
for them. 

• Create a POA&M tracker – this could be a spreadsheet, SharePoint list, Google sheet, 
anything you want!

• Remember that when you’re assessed, the assessment team will want to check that 
you have been:
• Tracking your POA&Ms, consistently
• Documenting the journey to fully implementing the POA&Ms
• Keeping stakeholders informed regarding POA&Ms



Step 6: Documentation
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What does CMMC expect when it comes to Documentation?

• Documentation can be one of the biggest challenges for members of the DIB who are implementing 
CMMC.

• Why is documentation such a struggle??
• The amount of documentation – Most DIB companies do not understand the amount of 

documentation that they will likely require - it is not uncommon to have hundreds of pages of 
documentation in a CMMC Level 2 Assessment

• The types of documentation – network diagrams, System Security Plans (SSP), procedural 
documentation, training records, etc. 

• The maintenance of those documents – documents must be maintained and updated when 
changes to the CMMC scoping boundary change.

• Why is documentation so important to a CMMC assessment?
• Without documentation, a CMMC assessment team won’t be able to truly verify your company’s 

compliance with the CMMC controls and objectives. Remember: assessors can test, interview, 
and/or examine – that means documentation most of the time – during their assessment of your 
company. 



Step 6: Documentation
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System Security Plan (SSP)



Q&A
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www.PreVeil.com

zblatt@preveil.com
complianceinfo@preveil.com

http://www.preveil.com/
mailto:zach@preveil.com
mailto:complianceinfo@preveil.com
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