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PreVeil Email + Drive: Simple, Secure, Compliant

PreVeil Drive
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and Outlook
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Use your existing
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> Junk Email There is an exciting new discussion regarding
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All emails are end-to end
encrypted

Meets DoD FedRAMP Certified, FIPS 140-2, DFARS c-g and ITAR requirements

EDITORS’

PC Magazine Editors Choice for Encrypted Email & File Sharing 5 Years in a Row! CHOICE
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CMMC Timeline

CMMCTIMELINE

2024

JUL SEP NOV JAN MAR MAY JUL

Title 32 CMMC Final Rule

Title 48 Proposed

Rule Published

Title 32 CMMC Rule
Becomes Final.

Published CMMC is effective Dec. 16, 2024. CMMC codified in DFARS with Title
CMMC C3PAO assessments start. 48 Rule. CMMC enters contracts.

CMMC is now the law and likely to be in contracts by mid 2025
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PreVeil's 10 Step Journey to NIST/CMMC L2 Compliance

Step 0 — Select and deploy a proven DFARS compliant platform to secure your CUI

Scoping the boundary — Where is the CUI?

Gain expertise in key concepts related to NIST 800-171 and CMMC

Conduct a 800-171 self-assessment

Identify and categorize Gaps — create the POA&M

Execute the plan —implement program elements

Document your system — SSP, supporting documents, artifacts and evidence
Update the POA&M and Documents — operationalize your SSP/procedures

Self-readiness — are you ready?

L 00 N o U & WNPR

Optional: 3" party gap assessment

10. Schedule your C3PAO assessment with an Authorized Assessor



Step 1: Scoping your boundary

What does “scoping your boundary” actually mean?

* Scoping your boundary means, determining where
Controlled Unclassified Information (CUI) is being
processed, stored, and transmitted within your
organization.

* [t also accounts for how CUI enters and exits your
organization.

e Scoping your boundary includes all of the technologies,
facilities, and people that will be interacting with CUI.

* Scoping your boundary is the single most important step
you will take in your compliance journey.

* Some companies have decided that the enclave — creating
a subset of CUl technologies, facilities, information, and
people that will be interacting with CUI, instead of the
whole organization approach is right for their scoping.




Step 4: Creating your POA&Ms

What is a POA&M?

* A Plan of Actions & Milestones, or POA&M is not only a required control to address in
NIST 800-171/CMMC (3.12.2), but it’s also a great way to track all controls that are not
fully implemented to their completion.

* POA&Ms are an active thing - they should be reviewed at a decided cadence and
make sure that all stakeholders have buy in to their POA&Ms are take responsibility
for them.

* Create a POA&M tracker — this could be a spreadsheet, SharePoint list, Google sheet,
anything you want!

« Remember that when you’re assessed, the assessment team will want to check that
you have been:

* Tracking your POA&Ms, consistently
* Documenting the journey to fully implementing the POA&Ms
* Keeping stakeholders informed regarding POA&Ms



Step 6: Documentation

What does CMMC expect when it comes to Documentation?

* Documentation can be one of the biggest challenges for members of the DIB who are implementing
CMMLC.

 Why is documentation such a struggle??
 The amount of documentation — Most DIB companies do not understand the amount of
documentation that they will likely require - it is not uncommon to have hundreds of pages of
documentation in a CMMC Level 2 Assessment
* The types of documentation — network diagrams, System Security Plans (SSP), procedural
documentation, training records, etc.
* The maintenance of those documents — documents must be maintained and updated when
changes to the CMMC scoping boundary change.
* Why is documentation so important to a CMMC assessment?
* Without documentation, a CMMC assessment team won’t be able to truly verify your company’s
compliance with the CMMC controls and objectives. Remember: assessors can test, interview,

and/or examine — that means documentation most of the time — during their assessment of your
company.



Step 6: Documentation

System Security Plan (SSP)

AC.L1-3.1.20

Verify and control/limit connections to and use of external information systems.
[a] connections to external systems are identified;
[b] the use of external systems is identified;
[c] connections to external systems are verified;
[d] the use of external systems is verified;
[e] connections to external systems are controlled/limited; and
[£] the use of external systems is controlled/limited.

Control Summary

Company limits the external information systems connections used within the Company.
Before connecting to any external system, the system will go through the verification process
found within the Company change control process found within the Configuration
hManagement set of security controls located within this document [insert the location of the
Company’s Access Control Procedural documentation - objectives — [b],[c],[d]]. The
Company has limited external connections to the following verified external systems the
following external systems, only [objectives - [f]]:

[Note: PreVeil is not responsible for any protections or maintenance applied to the CUI
Assets within the customers boundary, outside of the PreVeil system. That includes
endpoint devices that are p ing (viewing, ing), transmitting, and/or storing CUI.
It is the customer’s responsibility to ensure that all CUI Assets are protected compliantly.]

[list all external connections that would be in scope, i.e., systems managed by outside
*Elmnl:ractnrs, vendors, partners, personal devices, etc. objectives — [a],[b],[e],[f]]

External System Purpose Controls in Place to Manage

Prevell Storage and transmission of all Prevell utilizes end-to-end

CUI data {inbound and outbound) | encryption with user and device-
basad keys to enforce information
flow restrictions for CUIL Prevell
«can be deployed for a subset of
organization users that need the
highest leval of security.
File/Folder permissions are
enforced cryptographically. Admin
Console only accessible by
specified Admins. All system
actions are bogged. Shared Folders
with encrypted contents can be
restricted to USer groups on a
need-to-know basis.

System 1

Company = SENSITIV
Page 20

14.11 RISK ASSESSMENT (RA)

RA.L2-3.11.1

Periodically assess the risk to organizational operations (including mission, functions, image, or
reputation), organizational assets, and individuals, resulting from the operation of
organizational systems and the associated processing, storage, or transmission of CUIL

[a] the frequency to assess risk to organizational operations, organizational assets, and
individuals is defined; and

[b] risk to organizational operations, organizational assets, and individuals resulting
from the operation of an organizational system that processes, stores, or transmits CUI
is assessed with the defined frequency.

Contrel Summary

Company has defined a risk assessment matrix to assist in the identification and
management of risk within Company. Company Risk Matrix is below:

Risk Matrix
Impact

Likelihood Insignificant | Mimar
Almost Certain | Medium
Likely | Medium

Company has clearly defined system boundaries to ensure effective risk assessments [insert
location of Risk Assessment Procedural documentation and the location of system
boundary documentation - objectives — [a],[b]]. Company conducts risk assessments
regarding the operation of arganizational systems and the associated processing, storage, or
transmission of CUI [insert cadence for when risk assessments are performed — objectives —
[a]]- These risk assessments consider the following:

» Threats

» Vulnerabilities

» Likelihood

» |mpact to Organizational Operations

Company risk assessments also consider risks from external parties (i.e., service providers,
contractor operating systems on behalf of the organization, individuals accessing
organizational systems, cutsourcing entities). Company conducts these risk assessments
[insert how these risk assessments are conducted, i.e., formal/finformal, at the
organizational level, the mission level, the business process level, system level, different
phases in the software development life cycle — objectives — [a],[b]] and information and
documentation regarding the results of these assessments can be found here [insert location
where the information for all risk assessments may be found — objectives — [a],[b]. Ensure

that the information provided regarding these risk assessments includes date and time of

Company - SENSITIVE AND PROPRIETARY




Q&A
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Unmls

www.PreVelil.com

zblatt@preveil.com
complianceinfo@preveil.com
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