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Who We Are: Canada’s Foreign Military Sales Agency

Governance structure

 Created by Canadian Commercial Corporation Act of
Parliament

« Governed by a Board of Directors, a President and a
Senior Management Committee

« Complies with Statement of Priorities and
Accountabilities (SPA) direction given each year by the
Minister of International Trade, Export Promotion, Small
Business and Economic Development.

» Oversight committees
- Environment, Social and Governance
- Human Rights Committee
- Integrity and Compliance Committee
- Risks and Opportunities Committee

Strategic direction

+ Sustain a strong Canada-U.S. relationship

- Continue to strengthen Canada-US relationship
by advocating effectively with DoD on sector-level issues
to grow defence and security trade between our two
countries.

- Maintain Canada's position as a strategic acquisitions
partner to DoD by growing the number of
Canadian companies participating in the U.S. DoD DPSA
program.

» Government appropriation for delivery of services to U.S.
Department of Defense

» Annual Corporate Plan approved each year by the Minister of
International Trade, Export Promotion, Small Business and
Economic Development.
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$870.5M

Total value of contracts
we delivered in 2023-24

$1.1B

Value of new contracts signed
with U.S. DoD in 2023-24

Canada’s foreign military sales agency

« CCC is the conduit to a reliable extended
North American defence industrial base.

- Contracting with Canada is governed by
the U.S.- Canada Defense Production
Sharing Agreement (1956).

- DFARS 225.870 states contracts over the
simplified acquisition threshold of
USDS250,000 with Canadian suppliers
are to be awarded through the CCC.
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Top US DoD buyers of Canadian goods & services (DPSA)
——FY 23-24 (CAD)

Value of new contracts

signed with U.S. DoD
‘ B Army §708.5M
B Nawy $149.3 M

B DLA $143.8 M

|

Air Force S$53.8 M
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Executive Management

Bobby Kwon
President and CEO

Kim Douglas
Vice-President, Business
Development and Marketing

LG L Juliet Woodfield
Vice-President, Contract
Management and
Operations

Vice-President, Corporate
Services and CFO

Michel Chartrand
Vice-President Legal
Services, General Counsel
and Corporate Secretary
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Our services

Global Bid Advisory International Prime

Opportunity Finder services

Contractor

| |

Support for Canadian Businesses Support for Acquisitions from Canada
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Basis for relationship:
DPSA and DFARS
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Defense Production Sharing
Agreement (DPSA)

In 1956, the United States and Canada sign the Defense
Production Sharing Agreement (DPSA), naming CCC as
Canada'’s designated contracting authority for the agreement.

Primary Objectives of the DPSA

1 2

Bring U.S. DoD and Canadian Guarantee the credibility and
suppliers together through performance of Canadian
contracts based on mutually suppliers awarded U.S. DoD

beneficial terms and conditions contracts

3

Provision of pre and post
contract services to effectively
deliver financial and time
efficiencies to U.S. DoD

*CCC - Canada
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Supporting legislative and bilateral agreements

DFARS 225.870 - Contracting with Canadian Suppliers

DFARS 225.870-4(a) — Purchases from Canadian suppliers shall be
made through CCC

DFARS 225.870-1a — Contracts endorsed by and awarded to CCC have a
guarantee of performance by the Government of Canada

DFARS 215.403-I ({c)()(4 )(C) — Waiver of requirements for submission
of cost or pricing data when contracting through CCC.

DFARS 225.872-1 — Waiver of Buy America Act for Canadian materials
and supplies used in defense equipment.

DFARS 252.225-7013 — Most Canadian products imported into the U.S.
for defense are exempt from U.S. customs duties.

Applies to all US DoD contracts over
simplified threshold of $250K USD

Domestic Industrial Base

DFARS 225.870-1 Canada is part of the defense industrial base

50 USC 4552 (7) “Domestic source" means a business concern that

performs in the United States or Canada

GAOQ/NSIAD-94-74 Since its reactivation in 1985, DoD’s DPA Title Ill

has considered Canada to be a “domestic source” as a matter of
policy

Reciprocal Defense Agreement
« ASD(A) - DPC - Contract Policy (osd.mil) International Contracting -

Reciprocal Defense Procurement and Acquisition Policy Memoranda
of Understanding — #4 Canada

Reciprocal Security Arrangement

International (dcsa.mil)

« Security requirements for contracting with the Government of Canada

— Canada.ca (tpsgc-pwgsc.gc.ca)
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https://www.acquisition.gov/dfars/225.870-1-general.
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title50-section4552&num=0&edition=prelim
https://www.gao.gov/assets/nsiad-94-74.pdf
https://www.acq.osd.mil/asda/dpc/cp/ic/reciprocal-procurement-mou.html
https://www.dcsa.mil/mc/isd/int/
https://www.tpsgc-pwgsc.gc.ca/esc-src/international-eng.html#s9a
https://www.tpsgc-pwgsc.gc.ca/esc-src/international-eng.html#s9a

Defense Development Sharing Agreement (DDSA)

« Companion agreement to the DPSA which addresses R&D or other type of requirements not
entrenched in the FAR/DFARS

« Utilizes the industrial, scientific, and technical sources of the United States and Canada in
the interest of mutual defense and the North America industrial base

« Assists in maintaining the DPSA program by making it possible for Canadian industry to
perform R&D work undertaken to meet requirements of the US DOD

* Flexibility on how agreements are structured
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How we support the U.S. DoD
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CCC's role as the Designated Contracting Authority

Canadijan
Industry

Canadian company selling goods or services to the U.S.
DoD at a value above USD $250 000.

CCC signs the gov-gov contract with US DoD and a
domestic contract with the Canadian industry partner

Goods & Service
delivered directly

to US DoD CCC provides Government of Canada guarantee of
contract performance

Domestic
Contract

Canadian exporter supplies goods or service directly to

% US DoD
cc . . . .
Government Government of Canada CCC's oversight reduces contracting risks and provides
of Canada .. )
Guarantee of Contract additional levers to resolve unforeseen issues
Performance

Gov-Gov
Contract
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Contracting Process

Identify Program and Potential Solution
Canadian supplier identifies sales opportunity
and familiarizes themselves with CCC and the

US DoD.

Information Gathering

Canadian supplier assess whether they meet the
requirements of the US DoD program or the
solicitation. CCC provides information on
acquisition process, legislative requirements and
policies.

Celebrate Success
Close out of a successful project. Canadian 8

supplier explores other potential
opportunities with the US DoD.

Due Diligence

CCC supports Canadian supplier in meeting
integrity compliance, technical, managerial

and financial requirements and obtaining to
necessary security for contracting.

Delivery of Goods and Services
US DoD buyer receives goods and
services directly from the Canadian
supplier. CCC manages all contractual
issues and financial administration.

i

U.S.DoD
DPSA

Response to US DoD Solicitation
Canadian supplier prepares and submits
their proposal to the US DoD buyer and
copies CCC.

Contract Negotiations

CCC works with Canadian supplier and
US DoD buyer to negotiate a mutually 6

beneficial contract.

Government of Canada Review

CCC reviews the due diligence information in conjunction with
the proposal. A "fair and reasonable” price evaluationis 5
completed by PSPC on sole source requirements. CCC provides
government assurance to the US DoD.
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National Industrial Security Program
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CAN-US Reciprocal Industrial Security Agreement

As per Canada’s international commitments, a Designated Security Authority (DSA) must be identified to provide
direction and assistance to government and industry on industrial security matters related to the exchange of
classified information with foreign entities (including the management of the bilateral security instruments). In
Canada, the DSA is part of Public Services and Procurement Canada’s (PSPC) Contract Security Program.

Safeguard and exchange of Classified information between the two countries
Visit requests

Security Assurances for organization and personnel

DFARS 225.870-8 Industrial security for Canada shall be in accordance with the U.S.-Canada Industrial Security
Agreement of March 31, 1952, as amended (last amended 1985).
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ITAR Canadian Exemptions

ITAR 126.5 provides an exemption for the export of defence articles and services to Canada, allowing
for streamlined transfer processes between the U.S. and Canada:

Conditions for Use: The exemption applies only to authorized entities, including Canadian
government agencies and companies that comply with both U.S. and Canadian regulations
regarding the handling of controlled goods.

National Security Considerations: This exemption is grounded in mutual trust regarding national

security, as both countries share defense priorities and engage in cooperative defense efforts,
allowing for easier collaboration on defense-related projects.
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DD2345 Joint Certification Program

The DD2345 Joint Certification Program is designed to facilitate the sharing of unclassified defense
information between the U.S. Department of Defense (DoD) and Canadian companies. It ensures that
participating organizations are properly vetted to handle sensitive defense-related data.

« Eligibility and Registration: Organizations seeking to participate must complete the DD2345 form
to obtain certification, which involves providing information about their business, facilities, and
security measures. This certification is essential for companies wanting to engage in contracts or
projects involving sensitive defense information.

« Security and Compliance: The program establishes a framework for ensuring that certified entities

comply with U.S. and Canadian security regulations, thereby enhancing the protection of defense
information and promoting cooperation between the two nations in defense-related activities.
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PSPC’s Controlled Goods Program

The Controlled Goods Program (CGP) is a regulatory framework established by Public Services and Procurement
Canada (PSPC) to enhance the safeguarding of defense articles listed under the United States International Traffic
in Arms Regulations (ITAR).

As a result, individuals and organizations must register with the CGP to examine, possess, or transfer controlled
goods in Canada. This program outlines the government’s approach to managing and controlling the handling of
"controlled goods," which encompass sensitive defense-related materials and technologies that could impact
national security.

« Registration and Compliance: Organizations involved in the development, production, or trade of controlled
goods must register with the program and comply with specific security requirements, including maintaining
proper records and ensuring that employees handling these goods receive appropriate security clearances.

* Training and Awareness: The CGP provides training and resources to help organizations understand their

responsibilities and obligations, promoting awareness of security practices related to controlled goods and
ensuring that all stakeholders are informed about compliance requirements.

*CCC - Canada



Contract Security Program

e The CSP helps eligible organizations participate in Government of Canada and foreign government contracts.

e The CSP provides security screening of organizations and their personnel for solicitations and contracts with
security requirements.

e The CSP works with Canadian organizations and foreign governments to protect national and international
security, as well as the private information of Canadians.

UNITED STATES of AMERICA & CANADA TABLE OF EQUIVALENCY
CANADA UNITED STATES of AMERICA
RELIABILITY NO EQUIVALENT
CONFIDENTIAL CONFIDENTIAL
SECRET SECRET
TOP SECRET TOP SECRET

*CCC - Canada



Canadian Program for Cyber Security Certification Levels

CPCSC Certification levels will mirror CMMC's three levels. The required certification level for each
RFP will be determined through a Department of National Defence-developed Risk Profile.

Risk Profile: Expert
Approach: External Assessment

CPCSC LEVEI 3 Responsible: Department of Defence

Re-Assessment: Triennial
Prerequisite: Level 2 certification

Risk Profile: Advanced
Approach: External Assessment

C P CSC Leve I Z Responsible: SCC-Accredited Third-Party Assessor

Re-Assessment: Triennial
Prerequisite: Level 1 self-assessment

Risk Profile: Foundational
Approach: Self-Assessment

CPCSC Level 1 Responsible: Supplier

Re-Assessment: Annually
Prerequisite: N/A
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Canadian Industrial Cyber Security Standard

The Canadian Centre for Cyber Security’s Security Architecture (SA) team are working closely with the National Institute of Standards

and Technology (NIST) on the development of the Canadian Industrial Cyber Security Standard

Canadianizing
NIST SP 800-171
Rev3

Canadianizing
NIST SP 800-172

Contextualizing each
requirement with
Canadian sourcing,
publications, and
official language
compliance

NIST is reviewing the
list of control
requirements to
ensure its
effectiveness

Technically identical
standard

Technically identical
standard once NIST
finalizes SP 800-172
new controls in 2025

Announcement:
December 2024

Announcement:
More details to follow

*CCC - Canada
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CPCSC Phase 1 Implementation Strategy

CPCSC will begin with the First Phase of implementation in early 2025, focusing on:

January 2025 CPCSC Level 1
An iterative and

CPCSC Phase 1 will focus on the 12 collaborative |aur_‘Ch
Level 1 controls referenced in NIST of CPCSC to build

800-171 Standard. stakeholder trust
through feedback
loops, test key
program elements,
onboard users, and
identify key risks for
full implementation.

The Government of Canada will
introduce CPCSC through a Soft

Launch in January 2025.

Contract Selection

Department of National Defense will The Standards Council of Canada will

leverage the CPCSC Contract Cyber focus on building out the capacity of

Risk Assessment Criteria to identify the the Third-Party Conformity

initial contracts with CPCSC Level 1. Assessment ecosystem for Level 2
Certifications.

"CCC - Canada



High-level Implementation Timelines

e Collaboratively develop and design the CPCSC.

* Release Request for Information for industry feedback.

* Enter discussions with the U.S. Government.

2024 * Develop the Contract Cyber Risk Assessment Criteria for phased roll out and
certification level identification.

Spring/Summer

* Establish the Canadian Cyber Security Standard for federal contracting
. . * Pilot Phase 1 of CPCSC implementation (introduce level 1 requirements on select
Winter/Spring 2025 P ( 9
contracts)
* Accredit third-party assessment bodies, training certification bodies, practitioners

* Launch of phase 2 (introduce level 2 requirements on select contracts).
Summer 2025 * Finalize the Canadian Cyber Security Standard for federal contracting (Canadian
adaptation of NIST 800-172)

Ongoing stakeholder engagement

* Ongoing implementation of Phases 1 and 2
Fall 2025  Launch of Phase 3 (introduce of level 3 requirements on select RFPs)
* Marks full implementation of CPCSC

*CCC - Canada




CCC Key Files/Examples

dStratton Amendment waiver - large caliber
weapons

dM795 and M31A2 propellant

QOTA (Ground Vehicle System (GVS))
QEO/IR system

US Air Force

dDigital Engineering, Agile Software and Open
Architecture (AFMC and SOCOM)

QUpgrade BU 7.0/8.1 kits for C-130J fleet
QGlobal (Instrument Approach) Procedure
Designer (GPD) Program

DARPA

LApplied research, advanced technology
development, platform demonstrations and
systems studies

NSA
dAnalytic methodology to perform behavior,
pattern and relationship analysis (CLASSIFIED)

a
a
a
a
a

a
a

| US Navy

R&O Digital Master Control Unit (DMCU) P-8A and Marine

Corps KC-130J

Repair of marine gas turbine engines

Long-Range Multi-Sensor, Multi-Spectral Imaging System

for use on the US Navy's P-8A aircraft

Naval Air Station North Island - upgrade warehouse using
robotics technology (R&D)

S DLA

Nuclear Bio Gloves
Mobile Ventilator and Anesthetic Units
Double and single engine, self-propelled snow blower

DIU
dCurrently exploring potential opportunity to acquire EV
ground services equipment

@ (] Automated Charting and Encoding (ACE) software
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Myth Buster

Canada is considered part
of the domestic industrial
base

DFARS 225.870-1 Canada is part of the defense industrial
base

GAQO/NSIAD-94-74 Since its reactivation in 1985, DoD’s DPA
Title Il has considered Canada to be a “domestic source” as
a matter of policy



https://www.acquisition.gov/dfars/225.870-1-general.
https://www.gao.gov/assets/nsiad-94-74.pdf

ot e S e

Tt v

Contracting with Canada is
entrenched in the DFARS
and the Buy America Act is
not applied to the defence
sector

 DFARS 225.870 - Contracting with Canadian Suppliers




Myth Buster

A Canadian Supplier is not
required have an American
oresence to sell to the US
DoD as they considered
part of the domestic
industrial base

50 USC 4552 (7) “Domestic source" means a business
concern that performs in the United States or Canada



https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title50-section4552&num=0&edition=prelim

Key Takeaways

Government of
CCC assesses a Canada guarantee
supplier's that goods/services
capabilities in will be completed in
meeting the accordance with the

The DPSA program
is a free service to
the U.S. DoD & There are no
Canadian suppliers added steps or
to support complexity in

terms of a DoD contract terms and
contract and conditions which
pricing to provide reduces
value for money procurement risks
for DoD for U.S. DoD

acquisitions from utilizing the gov-
Canada, thereby gov strategy
expanding the
supplier base for
DoD
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Questions?
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Contact Us

Suzanne Wilkinson
Director, US Government Operations
Ottawa, Canada

info@ccc.ca

Canadian Commercial Corporation
700 - 350 rue Albert Street 1+l

CCC Ottawa, Ontario, Canada, K1A 0S6 Canada

www.ccc.ca | 1-800-748-8191 | Linkedin | Twitter | Facebook



mailto:swilkinson@ccc.ca
http://www.ccc.ca/
https://www.linkedin.com/company/canadian-commercial-corporation/
https://twitter.com/cancomcorp?lang=en
https://www.facebook.com/CanadianCommercialCorporation
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