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Background



Rights in Technical Data & Computer Software — Rights
Allocation

* Contractor gets title

e USG gets a license
* General categories of government license rights in computer software & technical
data

— Unlimited Rights
— Government Purpose Rights (DoD Only)
— Restricted Rights (computer software) / Limited Rights (technical data)

— Specifically Negotiated Rights
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General Categories of Government License Rights

Unlimited Rights Limited Rights/Restricted Rights Government Purpose Rights Specifically Negotiated
(GPR) Rights

= USG can use, modify, Limited Rights in Technical Data DFARS concept only = USG is not tied to standard
reproduce, release, or * May be reproduced or used by the USG = Right to use within the USG FAR & DFARS rights allocation
disclose technical data without restriction
or computer software = May not be disclosed outside the USG or used for manufacture = May negotiate USG license
in whole or in part, in . = Right to authorize other to use rights between Unlimited and
any manner, and for * FARException (FAR 52.227-14, Alt. 11) - for any USG purpose (including Limited/Restricted
any purpose o Be aware of other permitted uses listed in the contract for reprocurement purposes)
whatsoever, and to . = At a minimum:
have or authorize Rl Sl ey A ) )G U ) = Convert to unlimited rights Limited/Restricted Rights

repair; to USG support contractor; and to foreign government if
in interest of the U.S.
o Subject to certain restrictions and contractor notifications

after a period of time; default
is 5 years, but may be extended = Generally must include license

others to do so

* USG can grant third by the parties agreement as part of the
parties rights as well Restricted Rights in Computer Software contract, but see Ciyasoft
= USG may use computer program with one computer at one Corp., ASBCA Nos. 59519,
time; transfer to another USG agency computer; make copies; 59913 (2018)

modify computer software

= Generally may not disclose to competitors but may permit
service contractors to use software to diagnose/correct
deficiencies and may disclose to contractors for emergency
repair and overhaul

= FAR52.227-14; DFARS 252.227-7014(a)(15)
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Determining the USG’s License

* Was the data first
produced in performance
of the contract?

* Did the USG pay for the
development?
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General Rules: Technical Data

Unlimited Rights Limited Rights Government Purpose Rights

First produced in performance of USG = Not developed in performance of USG = N/A
contract, irrespective of funding contract; and developed at private expense
Civilian Agencies
(FAR)
Item, component, or process developed = |tem, component, or process developed = |tem, component, or process developed with
exclusively with USG funds exclusively at private expense mixed funding i.e., some USG and some
private/indirect funding
Tech data created exclusively with USG = Tech data created exclusively at private
funding where contract does not require expense where contract does not require = Tech data created with mixed funding where
DoD (DFARS) q . - .
evelopment, manufacture, construction or development, manufacture, construction, or contract does not require development,
production of items, components, or production of items, components, or manufacture, construction, or production of
processes processes items, components, or processes

Other specific categories e.g. form, fit &
function data; manuals or instructional and
training materials for installation, operation,
Civilian & DoD routine maintenance or repair (OMIT data)
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General Rules: Computer Software

_ Unlimited Rights Restricted Rights Government Purpose Rights

= First produced in performance of USG = Not developed in performance of USG = N/A
contract, irrespective of funding contract; and developed at private expense
Civilian Agencies
(FAR)
= Developed exclusively with USG funds = Software developed exclusively at private = Software developed with mixed funding i.e.,
expense some USG and some private/indirect funding

= S/W documentation required to be delivered
under the contract

= Corrections or changes to S/W or
documentation furnished by USG

DoD (DFARS)
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Private Expense Determination

Developed exclusively at private expense

— “development was accomplished entirely with costs charged to indirect cost
pools, costs not allocated to a government contract, or any combination thereof”

DFARS 252.227-7013(a)(8), 252.227-7014(a)(8)
Developed exclusively at U.S. Government expense

— Direct contract charges

Segregability

— Private expense determinations should be made at the lowest practicable level
(e.g, software subroutine)

For fixed price contracts, if costs exceed fixed price, additional costs not considered

for rights allocation
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When is Technical Data & Computer Software
“Developed”?

Technical Data Computer Software

=  Anitem, component, or process 1) exists and 2) is =  Computer program (e.g., object code)
workable o Successfully operated in a computer and tested
= To demonstrate to reasonable persons
=  The item or component must have been constructed or the skilled in the art
process practiced =  Program can reasonably be expected to

perform its intended purpose
=  Workability is generally established when the item,

component, or process has been analyzed or tested =  Computer software (e.g., source code)
sufficiently to demonstrate to reasonable people skilled in o No operation required
the applicable art that there is a high probability that it will o Only “tested or analyzed”

operate as intended
=  Computer software documentation
o  Written in any medium

DFARS 252.227-7013(a)(17) DFARS 252.227-7014(a)(7)
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Examples of “Developed”

Applied Devices Corp., B-187902, 77-1 CPD
9 362

Breadboard of a radar set deemed
developed. Subsequent government funds
to convert to a manufactured item did not
give government unlimited rights.

Dowty Decoto, Inc. v. Dep’t of the Navy, 883
F.2d 774 (9" Cir. 1989)

Aircraft “repeatable holdback bars” achieved
workability prior to government funded
improvements improved performance.
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Traps for the Unwary

* Marking Requirements
* Maintaining Records
e Other Data Rights Clauses
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Notice/Marking

* Must provide notice and mark all noncommercial data exactly as required

— Unlabeled data is unlimited rights data

— Must use the required FAR/DFARS labels
— Exception to marking: the “combat” scenario for computer software
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Data Assertions Table

* Proposal must include table identifying what data/software is being
delivered with other than unlimited rights. For example (DoD procurement)

Identification and Assertion of Restrictions on the Government's Use, Release, or
Disclosure of Technical Data or Computer Software.

The Offeror asserts for itself, or the persons identified below, that the
Jovernment's rights to use, release, or disclose the following technical data or computer
software should be restricted:

Technical Data or
Computer Software Name of Person
to be Furnished Basis for Asserted Rights Asserting
With Restrictions® Assertion®* Category*** Restrictions™***
(LIST)***** (LIST) (LIST) (LIST)

* Excerpt from DFARS 252.227-7017
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Government Challenge Procedures

* Pre-challenge request for information « The Contracting Officer must issue a

* Challenge must final decision

— Be in writing

— Provide basis for the challenge * USG will honor the asserted
restriction during any appeal of that

* The Contractor is required to respond _ o
final decision

within 60 days providing justification

for the markin
& e USG deals directly with

subcontractors/suppliers in
— Extend the time for a response challenging such restrictions

* The Contracting Officer may

— Request additional supporting
documentation
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Maintaining Records

* DFARS 252.227-7019(b):

“The Contractor shall maintain records sufficient to justify the validity of any
markings that assert restrictions on the Government’s rights to use, modify,
reproduce, perform, display, release, or disclose computer software delivered
or required to be delivered under this contract and shall be prepared to furnish
to the Contracting Officer a written justification for such restrictive markings in
response to a request for information....”

Crowell & Moring | 16



Maintaining Records — Practical Pointers

Upfront planning

— Define scope of each development effort, whether in-house or under contract
and confirm no overlap between IR&D and contract work

— Design modifications — must use the same analysis

* Track the development effort from a technical standpoint to make sure that it stays
consistent with the original charter

* Maintain separate charge accounts for each new development effort and maintain
traceability between the charge accounts and the technical documentation

* Retain the development records (technical and accounting)
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Other Data Rights Clauses

* Beware of other data rights clauses, such as:
— FAR 52.227-17, Rights in Data — Special Works
— Reach-Back Clauses:
* FAR 52.227-16, Additional Data Requirement
* DFARS 252.227-7027, Deferred Ordering of Technical Data or Computer Software

— Agency-specific clauses, for example:

DATA RIGHTS. The Government has unlimited rights to all documents/material produced under
this contract. All documents and materials, to include the source code of any software and
associated documentation produced under this contract shall be Government owned and are
the property of the Government with all rights and privileges of ownership/copyright belonging
exclusively to the Government. The Contractor shall not use or sell these documents and
materials without written permission from the KO. The Contractor shall not use materials
supplied by the Government for any other purpose. The materials shall be the sole property of
the Government. This right does not abrogate any other Government rights.
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Commercial vs. Noncommercial

* Contractors often want their products to be deemed commercial items

— Rights grant is generally more narrow

— Standard commercial license terms often apply, except for those terms that the USG is prohibited from accepting
* DFARS 252.227-7015 Technical Data — Commercial Items

— Government may use, modify, release, etc. “within the Government only” and shall not use for manufacturing or release
outside the Government without Contractor’s consent

— Exceptions:
* Unlimited rights in inter alia:
— Unmarked data
— Form, fit, and function data
— Necessary for operation, maintenance, installation, or training
* May release to covered support contractors
* May release or disclose if necessary for emergency repair or overhaul of the commercial item
* FAR 52.227-19, Commercial Computer Software License
— Purports to take precedence over commercial software licenses
— Grants restricted rights in software
— Requires contractors to label their commercial software with a specific FAR legend
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Recent Trends &
Developments



Markings

Boeing entered into two contracts with the United States Air Force to provide work under the F-15 Eagle
Passive/Active Warning Survivability System.

Both contracts require Boeing to deliver technical data to the USAF with “unlimited rights” pursuant to DFARS
252.227-7013

Boeing included the following marking on that unlimited rights technical data:

NON-UE GOVERNMENT NOTICE
BOEING PROPRIETARY
THIRD PARTY DISCLOSURE RECUIRES WRITTEN APPROVAL

COPYRIGHT 2016 BOEING
UNPUBLISHED WORK - ALL RIGHTE RESERVED

NON-US GOYERNMENT ENTITIES MAY USE AND DISCLOSE ONLY AS
PERMITTED IN WRITING BY BOEING OR BY THE US GOVERNMENT

The Government rejected Boeing’s technical data because of those markings.



Markings

* Boeing then modified the markings and added the following:

| CONTAING TECHNICAL DATA/COMPUTER SOFTWARE DELIVERED TO THE
| WS, GOVERNMENT WITH UNLIMITED RIGHTS

Conftracl No.
Conlracior Nama
Contractor Address

[Such portions identified by SPECIFY HOW or [ALL PORTIONS).

Copyvight [Year of Creation] Boaing and'or #s Suppher, as applicable. Non-U.S
Government recipients may use and disclose only as authorized by Boeing o the
LS. Govemmant,

*  The USAF again rejected the marking as non-conforming and issued a final decision to that effect
* Boeing appealed to the ASBCA

*  ASBCA ruled for the USAF finding that under the DFARS data rights clause the only legends permitted are those
set forth in the DFARS clause

* Boeing appealed to the Federal Circuit



Markings

*  The Federal Circuit reversed the COFC finding that the plain language of DFARS 252.227-7013(f) only restricts the
inclusion of markings that purport to restrict the USG rights in the associated technical data.

* However, the case was remanded to the COFC for a determination of whether to Boeing markings restricted the
USG rights as a factual matter.

* The takeaway ---- contractors may consider preparing a marking for their unlimited rights technical data and
computer software that does not restrict the USG’s rights but puts 3™ parties on notice that, as to them, the
technical data and/or computer software is proprietary



DoD Push for Data Rights & Delivery

* DoD pursuing increased delivery of, and rights in, technical data and software. E.g.,
— Evaluating contractors more favorably if they give up their data rights;
— Rights for deferred ordering of data the government forgot to identify.
e Seeing increase in DoD push to expand rights to detailed manufacturing or process
data.
— Increase in solicitations requesting the contractor deliver detailed manufacturing or

process data and computer software, including source code, with at least
government purpose rights, even when development was accomplished exclusively

at private expense.
— Government asserts the data are necessary for its sustainment objectives and to
avoid vendor lock-in.
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NDAA - FY 2021

* Requires DoD to issue regulations and guidance to facilitate DoD’s access to and use of
modular system interfaces, including that:
— The program officer for each weapon system characterize the “desired modularity” of the
weapon system in the acquisition strategy
— Contracts include requirements for the delivery of interfaces for modular systems relevant
for the acquisition strategy or documentation
* Applicability: the regulations and guidance will apply to any program office responsible
for the prototyping, acquisition, or sustainment of a new or existing weapon system and
may be extended to software-based non-weapon systems (e.g. cybersecurity systems) 1-2
years after the regulations are implemented
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NDAA - FY 2021

* Amends 10 U.S.C. § 2446a to expand the requirement to use a modular open
systems approach to the maximum extent practicable to programs beyond major
defense acquisition programs

* Amends 10 U.S.C. § 2320 to grant government purpose rights to modular system
interfaces developed exclusively at private expense or in part with federal funds

* Requires DoD to establish a central repository for interfaces and relevant document
and to provide access to such repository to government and non-government
entities, consistent with the right schemes established by 10 U.S.C. § 2320
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NDAA - FY 2021

* Transfers existing data rights provisions to new section of U.S. Code

— Old citations: 10 U.S.C. §§ 2320-2322, § 2328, and § 2386

— New citations: 10 U.S.C. §§ 3771-3775, §§ 3781-3786, §§ 3791-3794
* Are OT data rights provisions next?

— Section 1833 adds new section heading at 10 U.S.C. § 3792 for provision regarding
technical data rights for “non-FAR agreements”
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IP in Other Transactions (OTs)

e Other transactions
— Authorized by statute for certain agencies (e.g., DoD, NASA)
— Types: (1) Research OTs, (2) Prototype OTs, Production OTs

* Not all agencies are authorized to award all 3 types

* Generally, IP rights are negotiable in OTs

* But, many agencies will use the FAR/DFARS IP rules as starting
point in negotiations



IP Guidance

* Encourages use of “a tailored IP scheme”
* Tailored IP terms may include, inter alia:

— Royalty provisions
— Limited licenses (scope, duration, manner)
— Options
— Conditions
— Right-of-first refusal
—  Exclusivity terms
* Encourages use negotiation of rights that differ from Bayh-Dole Act (for
patents) or 10 USC 2320-21 (for technical data)

* Negotiated IP terms “should facilitate all parties’ business plans and
project goals, including any likely production and follow-on support”
* Recognizes “reduced need for rights in IP” when project calls for

reliance on commercial marketplace to produce, maintain, modify, or
upgrade technology

OTHER TRANSACTIONS
GUIDE
Office of the Under Secretary of Defense
for Acquisition and Sustainment
November 2018

Viersion 1.0
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Questions?

Jon Baker
JBaker@crowell.com
202.624.2641

Yuan Zhou
YZhou@crowell.com
202.624.2666

Abi Stokes
astokes@crowell.com
202.624.2969




crowellrg moring

crowell.com

Crowell & Moring LLP is an international law firm with approximately
550 lawyers representing clients in litigation and arbitration,
regulatory, and transactional matters. The firm is internationally
recognized for its representation of Fortune 500 companies in high-
stakes litigation, as well as its ongoing commitment to pro bono
service and diversity. The firm has offices in Washington, D.C., New
York, Los Angeles, San Francisco, Orange County, London, and
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