SSSSSSSSSSSS

DEF! EMS AGENCY
The IT

RMATION SYS
IT Combat Support Agency

SENEDIA Defense Innovation Days

Innovation from the Cybersecurity Perspective

VADM Nancy A. Norton
Director, DISA
Commander, JFHQ-DODIN

TRUST IN DISA: MISSION FIRST, PEOPLE ALWAYS!



UNCLASSIFIED

Two Organizations - Synchronized Mission Focus

plolplellontiil Ak * Direcior DISA/CDR JFHQ SCESIEele

MISSION

Command and Control
Synchronizes Protection
Enables Power Projection

Across DODIN

MISSION

Builds, Operates, Secures
DISA Component of
Global Enterprise
Combat Support Agency
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Operate and Defend

Strategic Goals
Adopt, Buy, and Create
Solutions

Enable People & Reform the
Agenc

Strategic Objectives

1.1 Modernize the Infrastructure
1.2 Enhance Operations

2.1 Optimize for the Enterprise
2.2 Strengthen Cybersecurity
2.3 Drive Innovation

3.1 Enable People
3.2 Reform the Agency

Strateqgic Capabilities

1.1 Modernize the Infrastructure

2.1 Optimize for the Enterprise

1.1.1 Network Enhancements

1.1.2 Legacy Elimination

1.1.3 Internet Protocol v6

1.1.4 Fourth Estate Network / Data
Center Consolidation

1.1.5 Spectrum Modernization

1.1.6 Joint Information Environment

1.1.7 Survivable Infrastructure

1.1.8 SATCOM Modernization

1.1.9 Software Defined Enterprise

1.2 Enhance Operations

1.2.1 Network Operations

1.2.2 Defensive Cyber Operations —
Internal Defensive Measures

1.2.3 Mission/Quality Assurance &
Critical Infrastructure

1.2.4 Defense Industrial Base

1.2.5 Exercises and Training

1.2.6 Contingency Plans

1.2.7 Ecosystem

1.2.8 Active-Active

1.2.9 Airborne Intelligence
Surveillance & Reconnaissance

1.2.10 Special Access Programs

1.2.11 Assessments

1.2.12 National Leadership Command

2.1.1 milCloud 2.0

2.1.2 Unified Capabilities

2.1.3 C2 Portfolio

2.1.4 Mobility Offering

2.1.5 IT Tools Reform and
Consolidation

2.2 Strengthen Cybersecurity
2.2.1 Cybersecurity Service Provider
2.2.2 Artificial Intelligence
2.2.3 Machine Learning
2.2.4 Identity Credential Access

Management/Assured Identity
2.2.5 Endpoint Security
2.2.6 Comply-to-Connect

2.3 Drive Innovation
2.3.1 Development, Security,
Operations/Agile Software
Development
2.3.2 Acquisition Strategies
2.3.3 Partnerships Across DoD
2.3.4 Mobile/Desktop Convergence
2.3.5 Agile Software Development
2.3.6 Universal Transport

Guiding Principles

Take Prudent Risks

3.1 Enable People
3.1.1 Trust and Accountability

3.1.2 Culture and Reputation

3.1.3 Recruiting

3.1.4 Hiring

3.1.5 Training

3.1.6 Retention

3.1.7 Cyber Workforce

3.1.8 Acquisition Workforce

3.1.9 Equal Opportunity

3.1.10 Total Force Fitness
Framework

3.2 Reform the Agency
3.2.1 DOD IT Reform
3.2.2 Internal Business Systems
and Processes
3.2.3 Audit Readiness
3.2.4 Financial Systems
3.2.5 Testing
3.2.6 Customer Service
3.2.7 Provisioning Timelines
3.2.8 Joint Enterprise License
Agreements

Improve Customer Service - Collaborate to Innovate - Measure What Matters —
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D]SA\ DOD Information Network - Defined
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DlSA\ Global Communications and Enterprise Services

w0 " Facilitating Joint Interoperability

Applications Centers

Robust, diverse, resilient, and protected communications and
computing environment enabling warfighting operations
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180,000
Mobility
Users




DODIN - Layered Defense

300TB data inbound / day

798M cybersecurity events / day

38M incoming emails / day

80% inbound email malicious, blocked
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Cyber Defense Framework

Countermeasures; \ Attack Surface

] | yPerimeter/Access Internet Access Points

Firewalls,
Intrusion Detection Ports/Protocols

I i -
/

One DoD Backbone

White Lists,
» Access Control Lists,
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JRSS, Firewalls,
Intrusion Detection, Sensors, Proxies

~15,000 LANs

HBSS, |
Data at Rest
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Driving Innovation in Cybersecurity
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Adopt, Buy, Create
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DEFENSE INFORMATION SYSTEMS AGENCY
The IT Combat Support Agency

O] www.disamil ) 1usDisa @@ @USDISA
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